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General context

Program verification (Section 1) aims to prove that a program satisfies its specification, which could be given as a
set of preconditions assumed to hold upon entry and postconditions that must hold upon termination. Yet, heap-
manipulating programs require careful reasoning, for example, issues arise from pointers aliasing to the same heap
location (details in Section 2). Separation logic (SL) [1] (Section 2) is a popular framework to reason about such
programs, natively featuring heaps and access permissions to heap locations. These permissions are required to
read or write to a particular memory location and are unique, thus preventing aliasing issues.

Implicit dynamic frames (IDF) [2, 3] (Section 2) is a variant of SL which separates the permission reasoning
from the functional specification. Both SL and IDF use predicates to represent (recursive) data structures, for
example, list(x) might represent that x is the head of a well-formed linked list, encapsulating the permissions to
access the fields of all its reachable nodes. However, unlike SL, IDF allows heap-dependent expressions such as x.val
in specifications, provided that they are well-framed, i.e., the current state holds the permissions to the accessed
memory locations. Heap-dependent expressions enable developers to write functional specifications separately
from permission reasoning, paving the way for incremental and modular specification.

Viper [4] (Section 3) is a verification infrastructure using IDF to verify programs in an automated fashion,
leveraging satisfiability modulo theories (SMT) solvers. It provides an intermediate verification language, two
verifiers (i.e., backends) based on symbolic execution (SE) and verification condition generation (VCG) respectively
(Section 1), as well as a collection of frontends to verify general-purpose programming languages such as Rust.

Research problem

The magic wand, denoted by A --* B, is a connective from SL and IDF used to specify incomplete data structures,
such as the prefix of a linked list. Intuitively, a magic wand list(cur) --% list(root) is a promise: the wand
can be applied to exchange permissions to a list starting from cur for permissions to a list starting from root. Both
predicates and magic wands have a footprint, i.e., a set of permissions they own. An example of such footprints is
depicted in Figure 1.

root cur
et [rext] —— o s

val ‘ next val ‘ next

list(cur) -- list(root) list(cur)

Figure 1: Memory footprints of the predicate 1ist(cur) and the magic wand list(cur) --* list(root).

However, unlike predicates whose footprints can be accessed to prove the well-framedness of heap-dependent
expressions (e.g., cur.next.val is well-framed in 1ist(cur)), IDF lacks a mechanism to frame expressions using
the footprint of a wand (e.g., root.valis well-framed in list(cur) --* list(root) but IDF cannot currently prove
this). Several challenges explain this absence. Indeed, unlike predicates whose footprints are explicitly (potentially
recursively) defined, the footprint of a magic wand is not explicit and can be very unintuitive (see Section 2 and
Section 5).

The goal of my internship is to design and implement a new IDF construct in Viper that enables access to the
permissions contained within the footprint of a wand, analogous to the mechanism for predicates. When designing
this new construct, | consider the following requirements. It should be:
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« sound, i.e., Viper successfully verifies a program only if it is indeed safe with respect to its specification.
Soundness is the one property program verifiers must have, as they must never approve an incorrect program.
However, the construct can be incomplete, i.e., Viper might fail to successfully verify a correct program. Being
incomplete might be annoying, but it is safe as it does not allow drawing a (potentially dangerous) conclusion.

. expressive: it should enable users to write specifications or code that currently cannot be expressed in Viper, that
is, heap-dependent expressions whose required permissions are contained in the footprint of a wand. This would
increase the expressiveness of the code, and pave the way for modular functional specifications of magic wands.

+ lightweight: to be realistically usable, the proposed construct should be automatable in the existing Viper
framework and induce only minimal annotation efforts from users.

My contributions

My contributions focus on the SE backend of Viper and are available online'. They consist of the following:

+ | propose a new encoding of wands at the SMT level, fixing a soundness issue | discovered (Section 4).

« | extend the Viper language with a new construct allowing users to “attach facts” to existing wands fully
automatically, leveraging the new encoding. This enables modular and incremental specifications of programs
using wands, as the permission reasoning is carried by the wand itself and functional specifications can be
independently “attached” to it in a modular fashion (Section 5).

« lexplore the design space of another highly-automated construct to “attach expressions”, effectively allowing one
to evaluate heap-dependent expressions whose required permissions are in the footprint of the wand (Section 6).

Arguments supporting their validity

A new encoding for magic wands. The existing encoding of wands is relatively intricate, leaving space for
unanticipated issues such as the one | discovered. | overcome this shortcoming by proposing a conceptually simpler
encoding. Apart from this theoretical argument, the new encoding is evaluated against the large test suite for
wands of Viper, exhibiting only one understood completeness regression. Moreover, this encoding is benchmarked
against real-world verified codebases and shows equivalent performance.

Attached facts. The potential of attached facts is demonstrated on several classic examples, as well as some new
ones. Although a case study on large verified codebases suggests that adapting existing specifications to use them
might be non-trivial, early experiments show they could be very useful in Prusti [5], the Rust frontend for Viper.

Attached expressions. Attached expressions are still experimental and only showcased on small examples, that
highlight some current limitations, notably that they are not always well-defined. Although | identified a sufficient
condition to ensure well-definedness, automating the verification of this condition in Viper remains future work.

Summary and future work

In summary, | propose a sound encoding for magic wands for a symbolic-execution-based verifier and introduce
two novel lightweight constructs building upon wands. Attached facts enable incremental and modular functional
specifications by clearly decoupling them from permission reasoning, while attached expressions improve the
expressiveness of the verifier by allowing one to evaluate expressions depending on the footprint of a wand.

Several questions are left to future work. The integration of attached facts in Viper frontends still has to be
investigated. Ultimately, the same work must be done for attached expressions as well, but they currently face
automation challenges. Notably, my analysis suggests that a good next step to lift these limitations is to soundly
determine under which conditions a valid left-hand side of a wand exists.

Other interesting ideas to explore include formalizing and proving the soundness of the new encoding and
“attached” constructs in a proof assistant, or investigating how these constructs could be ported to the second
backend of Viper.

' My contributions are available on the following repositories:
« for my extensions to the Viper language and the test suite, see: https://github.com/remigerme/silver/tree/rgerme-mw-attached-facts;
« for my extensions to the SE backend and other evaluation artifacts, see: https://github.com/remigerme/silicon/tree/mw-attached-facts.
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1 Introduction and Related Work

This section outlines the Viper project, compares it to other automated verifiers, and discusses the formalization
of SL and IDF in interactive theorem provers.

Viper [4] provides a simple yet expressive intermediate verification language, the Viper language. Several
frontends have been developed on top of Viper, such as Prusti [5, 6] for Rust, Gobra [7] for Go, Nagini [8] for
Python, and the VerCors project [9] for Java, C, and more. They all encode the target program (e.g., a Rust program
annotated with specifications for Prusti) into a Viper program. Viper programs can be verified by one of two
backends based on symbolic execution and verification condition generation respectively. Figure 2 provides a visual
overview of the different components.

Java OpenCL Gradual V.

Rust Python Go Prototypes

Viper intermediate
language

Symbolic Verification condition
execution generation

‘ SMT solver ‘

Figure 2: An overview of the Viper project.
This diagram is from the official homepage of the project: https://viper.ethz.ch/?.

Symbolic execution (SE). SE maintains a symbolic state containing a symbolic heap as well as path conditions,
indicating, among other things, which branch is currently being executed. It leverages SMT solvers to check path
feasibility and prove the correctness of the program with respect to its specification.

Verification condition generation (VCG). VCG translates a program and its specification into a set of logical
formulas whose validity guarantees correctness of the program. Checking the validity of these formulas is then
discharged to an SMT solver or another verification tool such as Boogie [10].

Both techniques heavily rely on SMT solvers such as Z3 [11] or CVC5 [12]. Yet, an experience report [13] suggests
that verification via SE is generally faster than the VCG approach, although the opposite holds in certain scenarios.
My internship solely focused on the Viper SE engine [14, 15].

Other separation-logic-based verifiers. Many other program verifiers based on separation logic (or variants)
have been developed. Table 1 provides an overview of some of them. It is worth noting that, to the best of my
knowledge, the only other automated verifier to support magic wands is the VerCors project, which builds on top
of Viper but without relying on its wand support. In VerCors, a specification with magic wands is encoded into
a specification without wands, relying on user-provided annotations [16]. However, this approach requires heavy
annotation efforts from users, whereas the support of magic wands in Viper is more automated.

Verifier Target language(s) Approach Supports magic wands
VeriFast [17] C, Rust, Java SE no
GRASShopper [18] | GRASShopper language VCG no
VerCors [9] Java, C, ... encoding to Viper yes
Gillian [19, 20] C, JavaScript, Rust SE no

Table 1: A brief overview of some existing verifiers based on separation logic (and variants).

Non-separation-logic-based verifiers. Although separation logic provides a convenient framework to reason
about heap-manipulating programs, its full expressiveness, and thus complexity [21], is not always required. For

*Accessed 24.07.2026
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instance, it might be possible to statically control aliases [22], or leverage the ownership type system of Rust [23,
24] to fall back on a more traditional Hoare logic.

Dafny [25] and Why3 [26] are examples of such projects. Why3 has a structure similar to Viper: its interme-
diate language, WhyML, is targeted by several frontends: Creusot [23] for Rust or Frama-C [27] for C, for example.
Why3 only comes with a VCG backend, but it allows delegating proof obligations to interactive theorem provers,
such as Rocq [28] or Isabelle/HOL [29]. This enables users to complete proofs in cases where SMT solvers would
fail to conclude automatically.

Separation logic in interactive theorem provers. SL has been formalized in several proof assistants, allowing
users to manually verify (concurrent) programs, or prove meta-theoretic results, for example on the Rust type
system [30]. The flagship SL formalization is Iris [31], in Rocq. There are also ongoing efforts to port the project
to Lean [32, 33], which provides convenient automation features [34]. The key feature of implicit dynamic frames,
heap-dependent expression assertions, was also recently brought to Iris in Daenerys [35].

Relevant formalization efforts also include projects aiming at proving the correctness of the verifiers them-
selves. Verifiers based on both VCG [36] and SE [37] have been investigated, as well as frontends relying on
translating a target language to an intermediate verification language [38, 39].

Finally, a logical framework has been developed and formalized in Isabelle/HOL to prove the correctness of
algorithms to support magic wands in automated verifiers [40], and it was used to prove the correctness of the
current package algorithm of the VCG backend of Viper.

A promising direction for future work is to investigate to what extent these existing formalizations can be
leveraged to formally verify my contributions.

2 Logical Foundations

In this section, | present key definitions of SL and highlight how IDF differs from it.

2.1 Separation logic

Heap-manipulating programs require careful reasoning, as illustrated in Example 1 where two pointers can alias
the same memory location, which would prevent the specification from holding no matter the code of the assign
function.

void assign(int *x, int *y)

requires x = NULL & y = NULL
ensures *x = 1 & *y = 2

Example 1: A motivating (flawed) example for separation logic: the specification cannot hold if x and y alias.

SL [1] is a popular framework to reason about such programs and overcome limitations that stem from working
with shared memory. It natively features heaps and access permissions to heap locations. Reading or writing to a
memory location requires having the permission to that location, which is unique, thus preventing aliasing issues.
A heap is a partial map from memory locations whose access is granted to their values. To manipulate heaps, SL
introduces several spatial connectives to reason about permissions.

The points-to predicate (x — v). The points-to predicate is the fundamental building block for specifying
memory locations. The assertion x = v holds in a heap that has (exclusive) permission to the memory location x,
and such that the stored value is v. Formally, satisfying this predicate for a heap o is defined as follows:

def
akavéaz{(x,v)}/\xinull

The separating conjunction (A = B). The separating conjunction specifies that A and B must hold (i.e. the
conjunction A A B holds) for disjoint heaps. Formally, it is defined as follows, where o4 L op indicates that the
heaps 04 and og are disjoint and g4 W g denotes their disjoint union:

def o =oaWog (04 L og)
0FA*xBe Jdoyg,05:|04FA
og F B
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Permissions from two separately conjuncted assertions are guaranteed not to alias. For instance, the correct
precondition for Example 1 is 3v, : x = vy % 3v), : y = v, and the postcondition is x — 1+ y — 2. A heap o satis-
fying the precondition can be split in two disjoint heaps oy and o), satisfying the points-to predicate for x and y
respectively, thus x and y cannot alias.

Predicates. Predicates can represent (potentially recursive) data structures. Assuming a memory model where
heap locations can be accessed via object fields, a linked list predicate in SL is usually® defined inductively as
follows:

list(p,[]) = p=null
list(p,v :: L) :=3p" : p.val = v * pnext — p’ = list(p’, L)

where list(p, L) denotes that the object p points to a valid linked list in the heap, whose elements exactly correspond
to the mathematical sequence L. Note that this definition prevents circular lists as the head of the list must be
separated from the suffix list due to the separating conjunction.

A motivating example for magic wands [41]. Consider the function head(p) that returns the (pointer to
the) head of the list represented by p, without modifying the list. Its precondition is 3v, L : list(p, v :: L), which
guarantees that p represents a valid non-empty list. Its postcondition, using the special keyword ret to denote the
return value, should look like this: ret.val — v « list(p, v :: L). However, this is not valid in SL as the two assertions
are not separated: a valid heap for list(p, v :: L) must have permission to the location ret.val. Another way to see
that this postcondition is wrong is to remark that the caller might later assign the value v’ to ret.val for example
(because it has permission to ret.val after the call), which invalidates the assertion list(p, v :: L). In that case, it
should then be list(p,v" :: L).

Instead, the postcondition should describe the first element and a suffix list, such that, if we provide back the
first element with a value v, the whole list is valid once again and is mathematically v’ :: L. This incomplete list,
missing its first element, can be described using a magic wand:

retval = v % (Vv : retval » v/ —-x list(p, v’ :: L))

The magic wand (A --* B). The magic wand A --* B can be seen as a promise: “if the left-hand side (LHS)
assertion A is provided, the wand can be exchanged for its right-hand side (RHS) assertion B”. Exchanging A and
the wand is called applying the wand. On the example above, if we provide back permission to ret.val with any
value v, the wand can be traded for the whole updated list v’ :: L. Intuitively, to hold that promise, magic wands
can contain permissions, captured in their footprint. In the example, this footprint is the permission to the suffix
list, illustrated in Figure 3. The magic wand is also known as the separating implication, as it is an implication A =
B augmented with permission reasoning: it can only be applied once because assertion A may require permissions.
Formally, it is defined as follows, where ¢ is the footprint of the wand:

def
0FA-—-*B<=Vop:04 LoNOCpAFA=>0,4Y0FDB

ke »[val [mext | —— .. —— null

val | next

——

ret.val — v Vv’ :retval = v/ - list(p,v’ :: L)

Figure 3: Memory footprints for the head(p) example.

Vacuous wands. However, magic wands can be very counterintuitive. One of the reasons is that a wand is

fundamentally an implication, and that implications can be vacuously true (if their LHS is false). For instance, the

wand from the head example is satisfied by two footprints o:

« o = "the suffix list": permissions to the rest of the list are packaged in the footprint of the wand, which is the
intuitive scenario described in Figure 3;

*For my presentation to be smoother when transitioning to IDF, | chose to use fields in SL. However this is not so standard to the
best of my knowledge.
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« 0 = {(ret.val,v")} for any v”: in that case, there does not exist any o4 such that o4 L 0 A oy F retval — V',
Indeed, o4 F ret.val — v" implies that o4 = {(ret.val,v’)}, which contradicts 04 L o as both heaps would have
permission to ret.val. Thus, the LHS of the implication in the definition of the wand is false, and as a result, the
wand is valid, without having to be able to provide its RHS. Yet, the wand will never be applied, as the permission
required by its LHS has been packaged inside its footprint.

Fractional permissions. The previous setup can be augmented with a more granular definition for permissions
[42]. Fractional permissions, denoted by x — v, are indicated by a fraction p: 0 indicates no permission at all,
whereas 1 indicates full permission. Read-only operations require any non-zero amount of permission, whereas
mutability requires the full permission.

When combining two heaps o4 and op, the resulting permission of a memory location is the sum of the

permissions held in both heaps. Moreover, fractional permissions must agree on the value for that memory location.
Yy k2 . i K2
For example, x = v; * x = v, can be simplified to x — v;, and v; = », holds.

Fractional permissions can be used to verify concurrent programs and ensure data race freedom. Permission
to a location can be split across multiple threads, allowing each thread (that has a non-zero permission) to read the
value but not mutate it, unless that thread has full permission, implying that all other threads have zero permission.

2.2 Implicit dynamic frames

IDF [2, 3] is a variant of SL which separates the specification of the permission to a heap location from the value

of that heap location. Whereas in SL both permission and value are bundled by the points-to predicate x.f - v,

in IDF these two parts are split:

« permissions are represented using the accessibility assertion, denoted by acc(x.f). Its formal definition is very
close to the points-to predicate, but it does not specify a value: o F acc(x.f) < Fv: 0o = {(x.f,v)} A x # null;

« heap-dependent expressions such as x. f can be used to refer directly to the value of the heap location, provided
that the current state holds the permission to it.

Formally, the points-to predicate x.f — v in SL is equivalent to acc(x.f) = x.f = v in IDF. This separation has
consequences for representation predicates, for example, the list predicate in IDF is usually defined as follows:

list(p) := p # null = acc(p.val) * acc(p.next) * list(p.next)

This definition does not explicitly specify the values of the nodes, but they can be retrieved using a pure heap-
dependent function. These functions only exist in IDF as they are defined using heap-dependent expressions.
Moreover, they must be pure, meaning they cannot have side effects. Because of this guarantee, callers of heap-
dependent functions only need to show they have the permissions required by the precondition, but do not need to
give them up. As an example, the values of the nodes of a list can be retrieved using the following heap-dependent
function, which requires list(p) as a precondition:

[] if p=null

elems(p) #requires list(p) == p.val :: elems(p.next) otherwise

This function is well-framed because all required permissions are contained in the precondition list(p), that is,
both accessed fields p.val and p.next, as well as list(p.next) (to meet the precondition of the recursive call), are
contained in list(p).

Finally, the precondition of the aforementioned (non-heap-dependent) function head(p) is list(p) and its
postcondition is acc(ret.val) * (acc(ret.val) --= list(p)), similar to the SL specification which nonetheless involved
values on top of these permissions.

3 Viper

In this section, | give an overview of the Viper language, and then introduce general mechanisms of the SE backend
and more specifically the handling of magic wands.
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3.1 The Viper language

The Viper intermediate verification language [4, 43] is an imperative programming language featuring specification
annotations. | will now review some relevant features of the language, some of which are exemplified in Example 2
(86 denotes the separating conjunction ).

field val: Int var cur: Ref := root

field next: Ref var len_cur: Int := len(cur)

package A(cur, len_cur) --% B
predicate list(x: Ref) {

x 5= null = acc(x.val) & acc(x.next) & list(x.next) while (cur == null)
} invariant list(cur)
invariant A(cur, len_cur) --* B
function len(x: Ref): Int invariant len_cur = len(cur)
requires list(x) {
{ var prev_cur: Ref := cur
x = null 2 @ : 1 + unfolding list(x) in len(x.next) var prev_len_cur: Int := len_cur
}
unfold list(cur)
method iter_demo(root: Ref) cur := cur.next
requires list(root) len_cur := len(cur)
ensures list(root)
ensures len(root) = old(len(root)) package A(cur, len_cur) --x B {
{ fold list(prev_cur)
// Parametric shorthands for the LHS and RHS of the wand apply A(prev_cur, prev_len_cur) --x B
define A(c, 1) list(c) & len(c) = 1 - 1
define B list(root) & len(root) = old(len(root)) }

apply A(cur, len_cur) --x B
}
}

Example 2: (left-then-right) A Viper program manipulating linked lists using a magic wand to ensure that root is
still a valid head of a list after the loop.

Data types. Built-in data types are provided such as Int, Bool, and Ref for references. To encode rich constructs,
arbitrary data types can be built using either predicates or domains, which are outside the scope of this report.

Fields. Every reference has all fields, which can be accessed provided the reference has permission to the field.

Permissions. Permissions are indicated by the built-in acc(resource, amount) assertion, where resource can
be a field (e.g., x.val) or a predicate (e.g., List(x)). The amount is the full permission by default. For predicates,
the acc keyword can be omitted, leaving just the predicate.

Functions. These are the pure heap-dependent functions mentioned in Section 2. The body of a function is
optional and consists in the single returned heap-dependent expression if provided.

The fact that a concrete argument arg satisfies the precondition of a function f for a function call f(arg)
is represented at the SMT level by an uninterpreted function fiygen. Then, the actual definition of the function
f is guarded by the token for that argument: Vx : fioren(x) = f(x) = def, guaranteeing the function definition
is available only for valid inputs. When f is called with argument arg, the verifier checks that arg respects the
precondition and then yields a token fi,ren(arg), allowing the solver to access the actual definition. My contribu-
tions are inspired from this idea.

Predicates. In Viper, recursive predicates are iso-recursive, meaning a predicate and its body are considered
distinct but can be exchanged one another. The statement unfold p (resp. fold p) allows exchanging a predicate
p for its body (and vice versa). The construct unfolding p in e can be used to temporarily unfold a predicate p
to prove the wall-framedness of a heap-dependent expression e.

Specification. Viper functions and methods can be annotated with preconditions and postconditions using
requires and ensures respectively. Loop invariants can be specified using invariant. Labels can be used to refer
to the value of a variable at a given point of the program labelled 1 using old[1](e). For magic wands, old[1hs]
(e) can be used in the RHS to use the value of e from the LHS. Viper also features the expected assert (resp.
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assume) to assert (resp. assume) general assertions from IDF (i.e. boolean expressions, but also the accessibility
assertion acc, predicates, and wands).

Magic wands. Wands can be manipulated using two ghost operations: package to create a new wand instance,
and apply to use an available wand. Packaging a wand might require a proof script, explaining how the RHS can
be obtained from the LHS and the current state. More information is provided in Section 3.3.

Example 2 provides a classic example of magic wand. list(root) must hold at the end of the call to iter_demo,
i.e., it must hold after the loop. However, it is not possible to have list(root) and list(cur) as invariants at the
same time, as they refer to overlapping memory locations. Instead, the strategy is to split the list in two parts:
the suffix list 1ist(cur), and the prefix represented by list(cur) --* list(root). This situation was already
portrayed in Figure 1. After the loop, cur = null and so the wand list(cur) --x list(root) can be applied for
free as its LHS 1ist(null) trivially holds.

Revisiting my goal. | can now state the goal of the internship more precisely: my goal is to design a new
operation for magic wands, allowing the solver to prove the well-framedness of a heap-dependent expression
which requires permissions from the footprint of a wand. This is analogous to unfolding for predicates, which
allows doing this, e.g., x.val is well-framed in unfolding list(x) in x.val. However, unlike predicates which
can trivially folded and unfolded, magic wands cannot always be applied (because we might not have a valid LHS)
nor easily packaged (they require a user-provided proof script).

3.2 The symbolic execution backend

The SE backend of Viper [14, 15] verifies programs by maintaining a symbolic state while symbolically executing
them. To ensure that specifications hold, proof obligations are delegated to an SMT solver.

3.2.1 Symbolic state

The symbolic state consists in three main components:

« a store: mapping local program variables to their symbolic SMT representation, known as terms;

+ a heap: a collection of chunks representing currently held resources. A resource can be a field access (storing
the reference accessing it, its fractional permission and the term representing its value), a predicate, or a magic
wand instance;

« aset of path conditions (PCs): logic formulas known to be true in the current execution path. They track branch
conditions, known facts about terms, function precondition tokens (decribed in Section 3.1), and wand definitions

(described below).

3.2.2 Internal procedures

To manipulate this state, the verifier relies on a set of core internal procedures. Note that the verifier is implemented
using continuation-passing style (CPS). Instead of returning a value directly, procedures take a continuation
function Q as an argument and call it with the computed result. In effect, the “returned” values of a function
correspond to the arguments of the continuation. CPS allows handling forks easily, for example when branching
over an if-then-else construct. Indeed, the continuation can be executed any number of times by the callee (once
for each branch), and the caller does not have to maintain a work list of every recorded branch.

| rely on four core internal procedures to present both the existing algorithms to support magic wands and
the implementation of my contributions:
eval(e: Expression, s: State)(Q: Term => ...). Evaluates an expression e in the state s. Because IDF allows
heap-dependent expressions, this operation succeeds only if s holds the required permissions. If successful, Q is
called with the resulting symbolic representation (i.e., an SMT Term).
execute(stmt: Statement, s: State)(Q: State => ...). Symbolically executes a program statement. If stmt
induces branching (over an if-then-else statement for example), Q may be called multiple times with the updated
states corresponding to each branch.
consume(a: Assertion, s: State)(Q: (Term, State) => ...). Assertsthat a is satisfied in the current state
s, and removes the resources mentioned by a. For example, consuming acc(x. f) will check that the permission to
x.f is held, and consequently remove it. Consuming x.f > 0 will simply check the boolean expression is true. If
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successful, Q is called with the term representing a (e.g, f1 = @ for x.f > 0if f1is the symbolic term for x.f)
and the diminished state.

produce(a: Assertion, t: Term, s: State)(Q: State => ...). Dual operation to consume: adds the resources
mentioned by a into the state s, associating them with the term t, and assumes a is satisfied. Q is called with the
expanded state.

3.3 Magic wands support in the SE backend

This section reviews the algorithms of both package and apply operations [44, 45].

3.3.1 Package algorithm

A simplified version of the algorithm is presented in Algorithm 1. At a high level, packaging a wand works as
follows: 1. an arbitrary LHS is produced - 2. the proof script is executed, if any - 3. the RHS is consumed.

First, an artificial term representing the LHS is created. Note that a concrete LHS will be provided when
applying the wand, but it is unknown when packaging, hence the need for introducing an artificial LHS. Using this
term, the proof script is executed, which might fork over several branches, for example if the proof script contains
an if statement. For each branch, it is checked whether the RHS holds by consuming it. If this is successful, the
definition of the wand is subsequently assumed as a path condition: Vt, : musf(t,) = tg, where tg is the term
representing the RHS, and mwsf is a magic wand snapshot function (MWSF): an SMT function representing the
wand being packaged (one MWSF per packaged wand).

In the SMT encoding, when a term must capture multiple memory locations, it is represented as a nested
tuple, forming a binary tree. Individual components of this captured state are then extracted using the First and
Second projection operators.

Note that the details of handlingPathConditions are quite intricate and heuristic, and so they are not
presented in this report.

def package(w: Wand, s: State, Q: (Chunk, State) => ...) => ...:
tA = freshTerm()
produce(w.lhs, tA, s)(sA =>
execute(proofScript)(sBranch =>
consume(w.rhs, sBranch)((tB, sB) =>
chunk = createWandChunk(tA, tB)
sR = handlePathConditions(sB)
sR.assume(Forall(tA, chunk.mwsf(tA) = tB))
Q(chunk, sR)
)
)
)

Algorithm 1: Simplified existing package algorithm.

Footprint selection. The footprint are the permissions that are taken from the context to enable running the
proof script and to get the RHS in the end. The footprint selection algorithm [44] (i.e., how to choose which these
permissions) does not appear explicitly in Algorithm 1. Yet, this is an essential part of packaging wands. The SE
verifier implements a greedy approach to consume resources (either when executing the proof script, or consuming
the RHS): it first attempts to extract permissions from the LHS, resorting to the external heap when that fails.
However, this still involves some heuristics, and there is no reason to prefer one heuristic over the others in general
(example in Appendix A).

Examples of wand package. Example 2 features two package statements package list(cur) --* list(root):

« before the while loop: cur and root are equal, so the wand has an empty footprint and is defined as Vt, :
mws Finitial(ta) = ta, €., when applying the wand, RHS list(root) will be exactly the provided LHS 1ist(cur);

. at the end of the loop: note that we have two wands here: the initial wand assumed at the beginning of
the loop, and the wand packaged at the end of the loop. The footprint of the latter is acc(prev_cur.val)
& acc(prev_cur.next) plus the footprint of the initial wand (intuitively, this is the prefix of the list before
prev_cur), and the registered definition is Vt, : mwsfiyp(t,) = mwsfimtial(tpre\,_cur i ty), Where tprev_cur denotes
the term for the first element of the list starting in cur at the beginning of the loop.
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Not all wands are packaged (equal). All wands owned in a state might not have an associated definition in
the path conditions. Indeed, wands that have been obtained through a precondition or an invariant for example do
not come with a definition. Intuitively, definitions cannot be inferred from the wand’s syntax as there is no unique
footprint selection strategy (two wands syntactically equal could have different footprints and definitions).

3.3.2 Apply algorithm
The algorithm is presented in Algorithm 2.

def apply(w: Wand, s: State, Q: State => ...) => ...
consume(w, s)((mwsf, s1) =>
consume((w.lhs, s1)((tA, s2) =>
produce(w.rhs, mwsf(tA), s2)(s3 =>
Q(s3)
)
)
)

Algorithm 2: Applying a wand simply consumes the wand itself and its LHS, and provides the RHS in exchange.

Temporarily apply a wand. Similarly to unfolding ... in ... for predicates, applying ... in ... can be
used to temporarily apply a wand in an expression [45, 46]. Note that unlike predicates which are trivial to fold
back, wands are difficult to package. After an applying ... in ... expression, the initial state is simply reverted.

4 Sound packaging of path conditions

Although this was not initially a goal of my internship, | discovered (while implementing a new Viper construct
described in Section 5) both a soundness and a completeness issue in the algorithm to package wands. Another
soundness issue was subsequently discovered by Jonas, related to state consolidation. In this section, | review these
issues and present a sound encoding of wands. Finally, | evaluate this new encoding against the test suite and
benchmark it.

4.1 Packaging and path conditions

The issues. The existing implementation was wrong in two distinct ways, resulting in both unsoundness and

incompleteness:

« the continuation was executed for each branch of the package separately, i.e., the rest of the verification was
performed under the assumption that the wand was packaged using this one branch only. Because a wand
can be applied multiple times using the applying, it results in an unsoundness as demonstrated in Example 3.
Intuitively, we cannot assume at the time of the package which branch will be used when applying the wand.

« path conditions from within the package were not properly propagated outside of it*, e.g. branch conditions were
simply discarded. Combined with the first issue, this can cause an incompleteness. A program exhibiting this
issue can be found in Appendix B.1.

The fix. Instead of calling the continuation once per recorded branch from within the package, the continuation
is only called once with a state that summarizes all the different recorded states (one per branch). This way, no
specific branch is assumed for the rest of the verification. Such a merged state can be obtained by joining heaps
and path conditions. | first detail the latter.

A first attempt at joining path conditions. A natural idea is to conditionalize the path conditions of each
branch by their respective branch condition, leading to the following joined path conditions:

Vi, : /\ bc; = mwsf(t,) = def; A pg;
i

where i iterates over recorded branches, bc; denotes the branch condition, mwsf(t,) = def; is the magic wand
definition, and pc; denotes all the other path conditions on that branch (e.g. function precondition tokens). Unfor-

*As mentioned in Section 3.3, the handling of path conditions was intricate and the full description is beyond the scope of this report.
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field b: Bool
field f: Int
field g: Int

method unsoundness_applying_using _different_branches(x: Ref)
requires acc(x.b) & acc(x.f) & acc(x.g)

{
define W acc(x.b) --% acc(x.b) & (x.b ? acc(x.f) : acc(x.g))
package W

x.b = false
assert applying (W) in acc(x.g)

X.b = true
assert applying (W) in acc(x.f)

assert false
}
Example 3: A program exhibiting an unsoundness by applying a wand several times. The SE engine was branching
at the end of the package, running the verification two times: assuming the wand is acc(x.f) --* acc(x.b) &&
acc(x.f) (resp. acc(x.f) --% acc(x.b) & acc(x.g))and that only acc(x.f) (resp. acc(x.g)) has been packed
in the footprint. Neither of these two wands is correct, and both acc(x.f) and acc(x.g) should be packed in the
footprint.

tunately, this approach does not work as branch conditions might depend on the RHS of the wand. For example,
in Example 3 we branch on the RHS value of x.b, which is First(mwsf(t,)). This introduces a circular reasoning
issue, preventing the solver from ever accessing the definition.

A second attempt at joining path conditions. To circumvent this problem, an intuitive workaround is to
propose the following joined path conditions:

Vi, : \/ bec; A mwsf(t,) = def; A pc;
1
which indicates that the path conditions from (at least) one branch hold true.

However, path conditions from within a package statement should not be propagated carelessly outside of
the package. Within the package, it is assumed that a valid LHS exists, which might not be the case: false --*
false for example. Packaging this wand would be encoded as Vt, : musf(t,) = () A false. The false should not
be propagated outside of the package. Note that this vacuous wand is completely valid, it will simply never be
applied.

Joining path conditions. My proposed solution is to leverage a new magic wand token, similar to how Viper
functions are encoded at the SMT level. A token MW_token(w, t) is tied to a magic wand and one concrete LHS, and
can be interpreted as “t is a valid LHS for the wand w”. Then, we can encode the overall path condition resulting
from the package as the following formula:

Vt, : MW_token(w, t,) = \/ bc; A mwsf(t,) = def; A pg;

1

which indicates that, for each valid LHS t,, the path conditions of (at least) one branch hold true.

When applying a wand w with a concrete LHS t, a token MW_token(w, t) is emitted after checking that the
LHS holds (and thus is valid), allowing the solver to instantiate the quantifier and get \/; bc;[t, == t] A mwsf(t) =
def;[t, := t] A pc;[t, := t]. Furthermore, if some information is known about t, only one branch condition might
be compatible. In that case, the solver can retrieve the appropriate magic wand definition and path conditions.

Joining heaps. Heaps from several branches can be joined by conditionalizing the permissions of chunks by
their respective branch condition. Conditional permissions were already supported in Viper. Table 2 shows how
heaps from several branches can be joined, reusing the example given in Example 3.
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However, this final joined heap features permissions depending on t,. Yet, t, does not have any meaning
outside of the package: is this an issue? Well, it is not: the solver will just never be able to prove that First(mwsf(t,))
(or its negation) holds true®. This successfully prevents the verifier from accessing both x. f and x.g, which is what

we expect.
Branch | Branch condition | Remaining heap Conditionalized heap Final joined heap
x.b First(mwsf(t,)) (x.g & . #1)| (x.g > ... #First(musf(t,))?1:0) [ (x.g8 = ... #First(mwsf(t,))?1:0,
Ix.b IFirst(mwsf(t,)) | (x.f = .. # 1) | (x.f = ... #!First(mwsf(t,))?1:0) x.f = .o IFirst(mwsf(t,))?1:0)

Table 2: Joining the heaps from the different branches recorded in the example of Example 3.

4.2 State consolidation issue
| briefly cover the other unsoundness issue discovered by Jonas.

State consolidation. State consolidation performs various simplifications to keep the state as simple as possible
for further use and SMT queries. This is not only a matter of performance: because the SE engine consumes chunks
greedily by default, not performing these simplifications can result in incompleteness. To prevent these issues,
the SE engine provides an experimental feature named SE-PC [13] (for partial heaps combined), which allows
consuming chunks in a more complete way. The SE-PC feature can be enabled by passing a command-line flag.
However, this experimental feature did not support packaging a wand.

The issue. Such simplifications include merging chunks when they are proven to be equal (e.g., two references
proven equal accessing the same field). Example 4 provides an example of a program triggering the unsoundness.
On the example, the consolidator merges the chunks x. f and y. f during the package, leading to have a permission
2/1 to that chunk (which is equivalent to false as the maximum valid permission in SL is 1). Unfortunately, this
side effect remains after the packaging of the wand, allowing us to prove false after the package.

method unsound_consolidation(x: Ref, y: Ref)
requires acc(x.f)
requires acc(y.f)

package x = y --*x false
assert false

}

Example 4: Program exhibiting an unsoundness of the SE verifier by using state consolidation in a package.

The fix. My proposed fix is simply not to perform any side effects on the external heaps (not packed inside
the footprint) during state consolidation. | also added support of wand packages for the SE-PC procedure.
Incompleteness that would result from not performing side effects in the consolidator are fixed by enabling the
SE-PC flag.

4.3 Evaluation

Against the test suite. The new encoding was validated against the SE verifier test suite. It comprises 178 test
files featuring wands, 166 of which still pass without issue. Out of the 12 currently failing tests, 7 involve quantified
wands which | did not support. The remaining 5 failing tests are briefly described in Appendix B.2. Only one of
them truly exhibits a completeness regression in the current implementation: two others can be verified using the
SE-PC flag, and the remaining two should never have passed in the first place.

| also added two new regression test files to the test suite to check for the newly identified issues
(package_path_conditions.vpr® and consolidation_outer_heaps.vpr’).

*There is a slight engineering tweak: every joined heap must use a fresh (and thus different) t,. This matters because of some side
effect, hinted at in the next footnote, which would effectively reintroduce the same unsoundness. The full description of this is painful
and beyond the scope of this report.

®https://github.com/remigerme/silver/blob/rgerme-mw-attached-facts/src/test/resources/wands/regression/package_path_conditions.vpr

" https://github.com/remigerme/silver/blob/rgerme-mw-attached-facts/src/test/resources/wands/regression/consolidation_outer_heaps.vpr
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Benchmark. Both the old and new encodings were benchmarked using hyperfine [47] on large real-world
verified software, specifically an Internet router [48] and a library for verifying security protocol implementations
[49], both written in Go and verified with Gobra. The new encoding shows equivalent performance to the old one,
as displayed in Appendix B.3.

5 Modular Functional Specifications for Wands

This section introduces my first contribution to the actual research problem: a new Viper construct enabling to
specify functional properties on top of an existing wand rather than in the wand directly.

5.1 Overview of difficulties

[ first recall the goal of the internship and review some initial difficulties, that led me to consider a simpler problem
at first.

Goal of the internship. Recall that, on one hand, IDF allows accessing heap-dependent expressions if the
state holds the appropriate permissions. On the other hand, magic wands contain permissions in their footprint.
However, these permissions are not directly accessible, for reasons described below. The goal is to propose a
construct making these permissions accessible, enabling to write expressions that depend on them.

Wands are implicit. The core issue with wands is that they implicitly describe some resources contained in their
footprint. Indeed, the footprint of a given wand is never written explicitly. Moreover, it cannot be inferred from the
wand’s syntax as a wand can have an entire set of valid footprints, not just one, some of which are less intuitive.
For example, 1ist(cur) --% list(root) could be the reasonable wand presented in Figure 1, yet, it could also
be one of the less intuitive wands displayed in Figure 4, or even a wand that is vacuously true as explained in

Section 2.
list(cur)
root cur root
null — null
val ‘ next val ‘ next val ‘ next
list(cur) --x list(root) list(root)

(a) The wand RHS might not depend on its LHS. (b) The wand RHS might depend entirely on its LHS.
Figure 4: Two examples of unintuitive list(cur) --* list(root) instances.

Thus, we would need a way to constrain a wand, to convey our intuition of what is the expected shape of the wand
to the verifier and guarantee that a given permission is stored inside the footprint. All my (inconclusive) efforts in
this direction eventually converged towards the traditional list segment predicate:

predicate lseg(cur: Ref, end: Ref) {
cur = end = acc(cur.val) & acc(cur.next) & lseg(cur.next, end)

}

This predicate has the benefit of explicitly specifying the inductive shape, meaning that the verifier knows directly
which permissions are associated with it. If my proposed solution replicates the list segment predicates with extra
steps, its utility is questionable.

On mutability. A motivating use case for the construct was to enable developers to write a merge_sort method
using wands. However, another issue arises from mutability. The footprint of a wand obviously cannot be mutated
in place, consider true --* acc(x.f) & constraint_on_value(x.f) that hasacc(x.f) initsfootprint: modifying
x.f would potentially invalidate the wand. Thus, a construct which allows mutating the footprint of the wand
would have to consume the wand. For this construct to be useful, we cannot simply lose the wand in the process.
We could imagine that it also yields a new “repackaged” wand, consuming the initial wand to yield a new one
instead. Yet, my investigations in this direction did not yield anything valuable.

Towards my first contribution. In reaction to these initial difficulties, | first aimed at what seemed a lower-
hanging fruit: improving the practical convenience of working with wands. Feedback from verifying real-world

Rémi Germe 13



Internship Report — MpRI M2 Idiomatic specification of magic wands in implicit dynamic frames

codebases indicates that verification happens in phases: memory safety is proven first, then functional behavior is
specified incrementally. When adding functional specifications, magic wands can quickly become difficult to read
and maintain. My first contribution makes this process smoother by introducing attached facts.

5.2 Attached facts by example

Attached facts provide a modular mechanism for specifying functional properties on top of a wand carrying per-
missions, by “attaching” boolean expressions to the wand. Attached facts are specified and verified independently
from one another, allowing users to decompose a wand specifying several distinct properties into independent
pieces, as demonstrated in Figure 5. They can be required, ensured, asserted, or listed as invariant like any
other boolean expression.

list(cur)
&6 len(cur) = len_cur
& elems(cur) = elm_cur[0..|elm_curl[]

--% list(root)
§& len(root) = old(len(root))
&6 elems(root) = old(elems(root))[0.. |old(elems(root)) ]

(a) The wand from Example 2, enhanced with specification on the elements.

list(cur) --* list(root)

attached old[lhs](len(cur)) = len_cur
= len(root) = old(len(root))
to list(cur) --* list(root)

attached old[lhs](elems(cur)) = elm_cur[0.. |elm_cur[]
= elems(root) = old(elems(root))[0..|old(elems(root))[]
to list(cur) --* list(root)

(b) The same specification using attached facts. Each attached fact is specified and verified independently.
Figure 5: Comparison between a classical wand (packing all specifications inside) and a wand using attached facts.

In addition to providing a smoother verification experience, Example 5 presents other benefits of using attached

facts over traditional monolithic wand:

« writing wands in such a modular way is not only a matter of convenience, it is actually a gain in expressiveness,
as shown by the function that can only be called if using attached facts in Example 5a or the possibility to weaken
a wand in Example 5b;

« attached facts do not have to be specified explicitly in the package instruction®, as they can be deduced at any
point afterwards as long as the definition of the wand is accessible’. This leads to simpler wands and package
statements, as the functional specification does not have to be explicitly written.

5.3 Semantics of attached facts

I now present the semantics of this new construct in two steps. First, | describe a generic evaluation procedure,
that properly sets the stage to define the core semantics.

First step: generic evaluation procedure. To evaluate attached e to w, the expression e must be properly
framed in the symbolic state. The first procedure handles this framing. Intuitively,attached e to A --% Bevaluates
the boolean expression e as it would be evaluated in A —-% B & e, thus allowing e to use permissions from both
the LHS (using an o1d[1hs]( ... )) and the RHS. An outline of this algorithm is presented in Algorithm 3.

The algorithm is parametrized by a function evalExp, which specifies the actual semantics of the attached
construct. It takes the computed SMT term tE for e as an input (and other relevant arguments such as the magic
wand term mws) and returns the computed SMT term for the whole attached e to wexpression.

*Attached facts do not need to be specified explicitly, although they can be using the attaching keyword in a package statement:
package w attaching f1 attaching f2 ... { proofScript }.Thisis a historical remain from when | was still playing and exploring
new constructs.

°And for properties whose proofs require some lemma, as long as the lemma is called in the proof script (like for traditional wands).
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function f(...):
requires A & P11l --* B & Plr

method m( ... ) {
package A & P11l & P2l --x B & Plr & P2r
f(...) // error: wand not found

}

Without attached facts: the call to f fails as the packaged wand is
not the expected one.

function f( ... ):
requires A --*x B
requires attached old[lhs](P11) = Pir to A --* B

method m( ... ) {
package A --*% B
f(...) // works fine
}

With attached facts: the call succeeds, and the packaged wand does
not even have to specify the functional properties as they can be

deduced afterwards.

(a) Side-by-side comparison of calling a function requiring a wand as a precondition.

method weaken(x: Ref)
requires true --* acc(x.f)
requires attached x.f = 42 to true --x acc(x.f)
ensures true --x acc(x.f)
ensures attached x.f =2 0 to true --% acc(x.f)
{ /* We don't need to do anything to prove the postcondition. */ }
(b) Attached facts can be weakened for free.

Example 5: Two examples showcasing the expressiveness gain brought by attached facts.

def evalAttachedGeneric(e: Exp, w: Wand, s: State,
evalExp: (State, MWSF, Var, Term) => Term,
Q: (State, Term) => ...) => ...:
consume(w, s)((mws, sW) =>
tA = freshTerm()
produce(w.lhs, tA, sW)(sA =>
produce(w.rhs, mws.apply(tA), sA)(sB =>
eval(e, sB)(tE =>
tRes = evalExp(sB, mws, tA, tE)
Q(sE, tRes)
)
)
)
)

Algorithm 3: A generic evaluation procedure (simplified) for attached e to w, parametrized by the evaltExp
function which specifies the semantics of the construct.

Second step: specifying the semantics. Intuitively, the semantics for attached e to wis “for any valid LHS
used to apply the wand, the boolean expression e holds”. This naturally leads to the following semantics, reusing
the magic wand token function to encode valid LHS for a given wand:

def evalExpAttachedFacts(s: State, mws: MagicWandSnapshot,
tA: Term, tE: Term) => Term:
Forall(tA, Implies(mws.token(tA), tE))

Alternatively, this can be presented informally as:

[attached e to w] £ Vt, : MW_token(w, t,) = [e]

where t, denotes the hypothetical valid LHS'. Note that [e] depends on this value t,.
Why does it work? To understand how this encoding works in practice, I quickly review two key situations:

« when the wand w is applied with a concrete LHS t,,5, a token MW_token(w, t ) is emitted. If attached e to w
holds true, the SMT solver can instantiate the forall quantifier from above and conclude that [e][t, := t,,s] holds;
« when trying to prove that an attached fact holds, the SMT solver has to prove that e holds for any LHS, assuming
the token holds. The solver can then use all the knowledge that can be derived from this token, such as the

"*Any other binding variable x could be used instead of t,, but we would then need to replace every occurrence of t, in [e] by x.
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wand definition (if the wand has been packaged and not obtained through a precondition for example) or other
attached facts that were previously shown to hold.

5.4 Evaluation

This section demonstrates the use of attached facts in three different situations.

Application to classic examples. The initial use cases for attached facts were demonstrated by rewriting exist-
ing examples from papers about magic wand automation [4, 50], as well as proposing new ones (see Appendix C).
These examples showcase how attached facts enable more modular specifications.

Application to verified real-world software. 1 also explored applications to larger existing codebases,
namely the Internet router [48] and the verification library [49] used to benchmark the new encoding
(Section 4.3). However, almost all wands in these projects are of the form predicate_data_structure_1(... ) --%
predicate_data_structure_2( ... ), which causes two issues. First, the permissions and functional specifications
are sometimes deeply entangled within (nested) predicates, making it more difficult to rewrite the specifications
using attached facts. It can be argued that specifications were written this way because attached facts were not
available, and that they still might have proven useful if writing specifications from scratch. The second issue is
that predicates sometimes model a data structure by bundling both its permissions and invariants. In such a case,
it is not desirable to separate the permissions from their associated invariants.

Application to Prusti. However, Prusti, the Viper frontend for Rust, appears to be a very promising target.
Indeed, magic wands naturally emerge when encoding Rust’s borrow, even if they were not specified explicitly by
the user, as shown in Example 6. The functional specification provided by the user then needs to be integrated
within the wand, which makes an ideal use case for attached facts as we naturally face a clear separation between
permission reasoning and functional properties. | demonstrated this potential on several files'", including a binary
search tree implementation [6], by manually rewriting the Viper file outputed by Prusti. Investigating further how
the attached facts can be integrated in Prusti directly is left as future work. One expected consequence is to allow
more modular specifications for Prusti end users.

field fst: Int

i field snd: Int
struct Pair {

fst: 132,

snd: 132, predicate pair(x: Ref) {

acc(x.fst) 8§ acc(x.snd)

; }

fn borrow_first(p: &mut Pair) — &mut 132 { method borrow_first(p: Ref)
gmut p.fst

} requires pair(p)
ensures acc(p.fst)
ensures acc(p.fst) --% pair(p)

Example 6: Side-by-side comparison of a Rust program and its idealized Viper encoding. A magic wand is naturally
introduced to model the borrow of the first element: when it ends, full permission to the whole pair is retrieved.

6 Accessing the Footprint

I showed how we can “attach” boolean expressions to wands. Can we attach arbitrary expressions? And what
about the initial goal, accessing permissions hidden inside the footprint of a wand to prove well-framedness of
heap-dependent expressions? This section investigates these questions, providing both a meaning to “attached
expressions” and a theoretical sufficient condition to check their well-definedness. Yet, automating the verification
of this condition and implementing it in Viper remains future work.

Why is that so different from attaching facts? Before detailing the semantics of attached expressions, it is
important to highlight some fundamental differences with attached facts.
First, the fact that the latter are restricted to boolean expressions might seem artificial, but it is not. Indeed,

"' All files available at https://github.com/remigerme/silicon/tree/mw-attached-facts/remi-demo.
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specifications are boolean assertions: we can require a boolean to hold true as a precondition, or require a resource
using acc or a predicate, whereas it does not make sense to “require an integer as a precondition”.

Second, they serve different purposes in different context. Attached facts provide a way to retrieve functional
properties once the wand has been applied, whereas attached expressions aim at accessing some heap-dependent
expression without applying the wand, the expression being well-framed in the footprint of the wand. If we apply
the wand, then we would trivially get back the permissions to these values from the RHS'?, so it is important that
the construct works without any available valid LHS.

A quick example of attached expression. Consider a pair of integers, and the magic wand acc(x.snd) --
% pair(x), ie., the promise that the wand can be applied to exchange permission to the second element for
permission to the whole pair. The intuitive footprint of this wand is the permission to the first element acc(x.fst).
The goal of attached expressions is to ensure that x. fst is well-framed, for example to assign it to another variable
or use it in specification.

First attempt at attached expressions. A natural idea is to remember during the package which permissions
are contained in the footprint, and allow users to access them later on. However, this would require significant
extensions to Viper as the handling of these resources would have to be special (e.g., only read-only operations
should be allowed even if the full permission to a field is inside the footprint, because of mutability issues
mentioned in Section 5). Moreover, this approach is less expressive than the one described below, as it only applies
to wands that have been packaged, and only allows accessing explicit resources (fields, predicates, or wands) and
not arbitrary heap-dependent expressions (see Example 8). For these reasons, it was discarded in favor of the
approach detailed in the rest of this section.

6.1 Semantics of attached expressions

A fundamental limitation of wands that were not packaged but obtained through a precondition or an invariant
is that nothing is known about them, and it is not possible to rely on the wand’s syntax to infer the footprint.
To overcome this limitation, | propose a helper construct, indicating that an expression e is well-framed in the
footprint of a wand w. This helper construct can then be used along with the wand in pre and postconditions, and
invariants. Then, for wands that have been packaged, the goal is to be able to prove the well-framedness of such
expressions e without having to assume the helper construct.

This approach leads to the following constructs':
+ attachedexp_valid e to w, whose value is a boolean indicating whether e is valid in the footprint of w;
« attachedexp e to w, whose value is e if it was proven well-framed, or an error otherwise.

Notably, this separation between the well-framedness of an expression and its value is idiomatic in IDF. As
discussed in Section 2, this mirrors how IDF splits the SL points-to assertion into the acc( ... ) assertion and the
value itself.

A well-framedness condition. Intuitively, only expressions that are well-framed in the RHS but do not depend
on the LHS should be allowed. Indeed, accessing an expression that depends on the LHS without providing an
LHS does not make sense (e.g. x.snd is not well-framed/does not have a value in acc(x.snd) --* pair(x)).
This independence on the LHS can easily be verified automatically: we evaluate e using the generic evaluation
procedure from Section 5 (i.e., framed as in A --x B & e) with two artificial LHS t; and t,, and check that both
resulting terms can be proven equal. Reusing the formalism from Section 5, | propose the following semantics:

[attachedexp_valid e to w] := Vtq, ty : MW_token(w, t;) A MW_token(w, ty) = [e][t, := t{] = [el[t, := ty]

Once again, the tokens model the fact that t; and t, are valid LHS for the wand w. | will subsequently show that
this condition alone is not sufficient, and introduce another condition after reviewing examples.

"?The RHS does not have to give back all permissions captured in the footprint in general. It is possible to create a leaking wand,
that captures some permissions in its footprint yet does not provide them back in the RHS.

*Relevant quote: “There are only two hard things in Computer Science: cache invalidation and naming things”'*, courtesy of Phil
Karlton to the best of my knowledge.

"And off-by-one errors, of course.
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Evaluating the expression. Following my intuition, | propose the following semantics, once again reusing the
generic evaluation procedure and formalism from Section 5:

[attachedexp e tow] := [e] using the condition above to check well-framedness

However, [e] still syntactically depends on t,, even though it was proven not to depend on the specific value of
the considered LHS by checking the formula above. Also, [e] is not guarded by any token this time, as it should
be accessible even without having a valid LHS. This raises an issue, as the solver has no way to retrieve the wand
definition, guarded by a token.

In the next sections, | analyze these issues throughout two examples'. They both demonstrate the potential
of attached expressions and highlight a current limitation. | then present a theoretical solution to this limitation,
although the automation of this solution is left as future work.

6.2 Attached expressions by example

6.2.1 Attaching the first element of a pair

The first example, provided in Example 7, demonstrates how the first element of a pair can be attached to the
wand acc(x.snd) --* pair(x). Resulting symbolic states are annotated after each instruction.

field fst: Int
field snd: Int
predicate pair(x: Ref) { acc(x.fst) & acc(x.snd) }

method set_fst_to_zero_and_package(x: Ref)
requires acc(x.fst)
ensures acc(x.snd) --% pair(x)
ensures attachedexp_valid unfolding pair(x) in x.fst to acc(x.snd) --* pair(x)

ensures (attachedexp unfolding pair(x) in x.fst to acc(x.snd) --% pair(x)) = 0
{

// Symbolic state: S: (x — x@l1l), H: (x@1.fst — fsta2), PC: ()

x.fst =0

// Symbolic state: S: (x — x@1), H: (x@l.fst — fst@3), PC: (fsta3 = 0)
package acc(x.snd) --% pair(x) { fold pair(x) }
// Symbolic state: S: (x — x@1), H: (), PC: (fst@3 = 0,

// V tA : MW_token(w, tA) = mwsf(tA) = (fst@3, tA))

// Example: attachedexp can also be used in actual code, not only specification
var f: Int := attachedexp unfolding pair(x) in x.fst to acc(x.snd) --* pair(x)
// Symbolic state: S: (x — x@1, f — First(mwsf(tA))), H: (), PC: (...)

assert f = 0

Example 7: Attaching the first element of a pair to a magic wand.

When using attachedexp or attachedexp_valid either in the <code or the specification,
[unfolding pair(x) in x.fst] evaluatesto First(mwsf(t,))'®, where t, is the dangling artificial LHS introduced
by the generic evaluation procedure. | show that the helper construct works fine, whereas actual attached expres-
sions face limitations.

For attachedexp_valid. The postcondition verifies successfully, i.e.,unfolding pair(x) in x.fst can be proven
independent of the LHS of acc(x.snd) --* pair(x). Indeed, following the semantics from above, for all t{, ts,
such that Mw_token(w, t;) and MW_token(w, ty) hold, we have:

[unfolding pair(x) in x.fst][t, = t;]

First(mwsf(t,))[t, := t{] by evaluation using the generic procedure

First(mwsf(t))

First(fstas, t,) by def. of the wand (requires MW_token(w, t{))
fsta3

*These examples and more can be found at https:/github.com/remigerme/silver/tree/rgerme-mw-attached-facts/src/test/resources/wands/attached.
"*This is a function of the RHS, which is expected as | recall that e is framed as it would be in A--x B & e.
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The same reasoning can be applied to [unfolding pair(x) in x.fst][t, := t3], which concludes the proof. Note
that the definition of the wand is needed, and thus, a token is needed to access it.

For attachedexp. The assertion f = 0, as well as the postcondition asserting the same equality, will fail to
verify. Indeed, f evaluates to First(mwsf(t,)), but this time, there is no Mw_token(w, t,) in the context enabling to
access the definition of the wand to establish that First(mwsf(t,)) = fsta3 (= 0 thanks to the path conditions).

In this first case, it suffices to know the wand definition to successfully use attached expressions. A tentative
lightweight solution is discussed in Appendix D.

The issue: vacuous wands. The key issue attached expressions are facing are vacuous wands, which already
were the reasons why tokens were introduced in the first place. For example, the wand acc(x.snd) --% pair(x)
could also have been packaged with acc(x.snd) in the footprint, making the wand vacuously true. In that case,
with the current semantics, attachedexp ... x.fst to w will be an arbitrary value. However, this is a language
design question, as it would also be possible to imagine requiring the user of an attached expression to prove that
the wand of interest is not vacuously true. We will come back to that idea after a second example.

6.2.2 Attaching the length of a prefix list

The second example, provided in Example 8, shows that an expression which is not just a field access can also be
attached. Indeed, the attached expression is the length of the prefix list implicitly described by the wand, obtained
through a computation that syntactically depends on t, (here, representing list(cur)) but that we expect to be
able to prove independent from it. It also provides an example of how inductive proofs can be done using attached
expressions.

define w list(cur) --* list(root)
var i: Int := 0
while (cur == null)

invariant w
invariant attachedexp_valid len(root) - old[lhs](len(cur)) to w

invariant (attachedexp len(root) - old[lhs](len(cur)) to w) = i
{

cur := cur.next

is=1+1
}

Example 8: Attaching the length of the prefix list described by the wand - this is not a simple field access.

Proving that the attached expression at the end of the loop is valid and is equal to i requires a bit more work than
the pair example. The full proof is available in Appendix E. The essential insight is that, this time, accessing the
wand definition is not sufficient: we also need to instantiate the quantifier in the definition of attachedexp_valid
with valid tokens for any of the proofs to pass. The same situation as the pair example can be witnessed:
« the attachedexp_valid invariant verifies successfully, as the helper construct provides the required tokens;
« the attachedexp invariant fails to verify, due to two tokens missing: MW_token(w,4, t,) and MW_token(w, tg)
where:
> Wy 4 (resp. w) is the wand assumed at the beginning of the loop (resp. packaged during the loop);
» t, (resp. tg) is the artificial LHS introduced when assuming (resp. asserting) the attachedexp invariant at the
beginning (resp. end) of the loop.

We do not know anything about t, and tg, they just witness the existence of such tokens, i.e., 3 t : MW_token(w, t)
for w = wor w = wy,. This can be interpreted as the existence of one (any) valid LHS for these wands. In this case,
to use attached expressions, we need to prove the existence of a valid LHS for the wand, i.e., prove the wand is not
vacuously true.

Question. How can we soundly prove the existence of a valid LHS?
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For the initial wand. Note that no wand definition is known for the initial wand. | believe the only reasonable
solution is to introduce another specification construct along the lines of wand_satisfiable list(cur) --x
list(root), allowing us to assume the token from an invariant. This follows the usual inductive proof scheme.

For the packaged wand. For the wand that was packaged however, we have to prove that a token can be
emitted, ie., prove that a valid LHS can exist, ie., that the hypothetical wand_satisfiable list(cur) --*
list(root) would be preserved.

6.3 Proving the existence of a valid LHS
Note that this section is still exploratory, and no implementation beyond this point was provided.

Appliability. Recall that formally a heap o satisfies a wand A —-x B if Vo, : 04 Lo Aoy F A= 04 WopF B.
We say that a wand is appliable if there exists a heap satisfying the LHS of this implication, i.e., o4 : 64 L 0 A
oa E A, ie., if the wand is not vacuously true. Checking that a wand is appliable suffices to soundly emit a token,
and is more satisfying than checking for an actual concrete LHS in the current state, as done when applying the
wand, as appliability is a more general notion. Intuitively, this is the semantics that wand_satisfiable should
have, although the current definition of appliability is not formulated in Viper terms.

Towards checking appliability in an automated verifier. Appliability depends on the footprint o of the
wand, which we need to keep track of otherwise it is not even possible to say whether acc(x.f) --% acc(x.f)is
appliable or not (depending on the presence of acc(x.f) in the footprint).

Even with a known footprint, it is difficult to check if two heaps are disjoint and if an assertion is satisfiable.
For example, the footprints of predicates are not obviously accessible and require unfolding. Predicates might also
hide some path conditions that would make the wand unappliable. Small examples of such situations are provided
in Example 9, but they could be arbitrary complex (e.g. using recursive predicates).

Moreover, a procedure determining whether a wand is appliable must be very conservative when dealing
with constructs that might hide information, such as functions and predicates. Indeed, missing a path condition
for example leads to an over-approximation of the possible states, which usually results in incompleteness as
the verifier fails to prove the property because of spurious counterexamples. However, when checking for wand
appliability, this dynamic is inverted. If we over-approximate the set of valid LHS states by missing a hidden
contradiction, we might incorrectly conclude that this set is non-empty, potentially causing an unsoundness as
we expose the path conditions of an unappliable wand.

To soundly conclude that a wand is appliable, the verifier must guarantee that no contradiction lies hidden
within some predicates or function calls by under-approximating the set of valid LHS states.

predicate Pf(x: Ref) { acc(x.f) }
method hidden_unappliable_fp(x: Ref)

requires acc(x.f) predicate eq(x: Ref, y: Ref) { x =y }
{
package Pf(x) --* acc(x.f) { method hidden_unappliable_pc(x: Ref, y: Ref)
// Explicitly moving x.f to the footprint requires eq(x, y)
assert acc(x.f) {
} package acc(x.f) & acc(y.f) --% true
} }
(a) An example of unappliable wand because of its footprint cannot be  (b) An example of unappliable wand because of some path conditions
disjoint from a heap satisfying the LHS. hidden within in a predicate.

Example 9: Wands might be unappliable for non obvious reasons, e.g., reasons hidden within a predicate.

6.4 Potential use cases of attached expressions

The use of attached expressions has only been demonstrated on small examples such as the ones presented
previously, so the question of their practical utility for real-world verification remains. Yet, as for attached facts,
Prusti is a promising target since it naturally uses wands to model Rust borrows. Investigating this integration is
left to future work.

Conclusion
Because of space constraints, the reader is invited to refer to the second page of this report for a summary of my
contributions and a discussion of future work.
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A No unique package strategy

This example, from [40], shows that there is no unique footprint selection strategy. Consider the following wand:

acc(x.b, 1/2) --x acc(x.b, 1/2) & (x.b = acc(x.f)), and suppose that: the current state holds permissions

to both x.f and x.b, and that x.b is false. Valid footprints for this wand include:

« full permission to x.f: this guarantees that no matter the value of the concrete LHS used to apply the wand,
permissions to x.f can be provided if needed;

 any non-zero permission to x.b: packaging a non-zero permission from the current state into the footprint will
also register that x.b is false (as fractional permissions must agree on the value), thus circumventing the need
of providing acc(x.f).

B Details of soundness issues

B.1 Incompleteness of the existing wand encoding

The following program fails to verify despite being correct. Note that the magic wand is a fancy version of the
identity wand, as the RHS provides exactly the permissions provided by the LHS (potentially in a different order),
and thus packaging then applying the wand is expected to be a no-op.

method incompleteness(x: Ref)
requires acc(x.b) & acc(x.f) & acc(x.g)

{
X.g =5
define A acc(x.b) & acc(x.f) & acc(x.g)
define B acc(x.b) & ((old[lhs](x.b)) ? acc(x.f) & acc(x.g) : acc(x.g) & acc(x.f))
package A --x B
apply A -—-% B
assert x.g = 5 // Fails!
}

B.2 Tests failing with the new encoding

Table 3 briefly presents the five tests failing with the new encoding of path conditions when packaging wands.
Three of these tests are described in more details below, whereas the two others, conditionals3.vpr and
PackageStateConsolidator.vpr, are really convoluted and can be verified successfully using the SE-PC flag to
ensure a more systematic way to consume permissions from the context.

B.2.1 conditionals.vpr and SnapshotsBranching.vpr

These tests used to verify successfully but | argue that they should never had passed in the first place. In essence,
both tests are the following;:

method branching(x: Ref)
requires acc(x.f) & acc(x.g, write) & acc(x.h, write)

Failing test file Comment
conditionals.vpr should have been failing in the first place as they exhibit a wrong footprint
SnapshotsBranching.vpr computation for wands (essentially described in [40])

conditionals3.vpr

PackageStateConsolidator.vpr 2" be successfully verified by enabling the SE-PC flag

true completeness regression, the problem has been identified (unification of
packaging_1.vpr terms with fractional permissions), but the engineering efforts to make this
behavior verifiable were deemed not worth it

Table 3: A brief description of the 5 tests now failing.
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{
define A acc(x.f)
define B acc(x.f) & (x.f ? acc(x.g) : acc(x.h))

package A --*x B
apply A ——% B

assert acc(x.f) & acc(x.g) & acc(x.h)
}

Because it is not possible to know in advance the value of the provided LHS x. f, both permissions to x.g and x.h
must be packaged inside the footprint. However, in any case, only one of these permissions is provided back by
the RHS, the other is leaked and lost forever. Then, the final assertion is not expected to hold. The new encoding
successfully prevents these tests from passing.

B.2.2 packaging_1.vpr

This exemple is the one true regression where the new encoding is incomplete. It involves two nested packages,
to exhibit an incompleteness regarding fractional permissions (which all must agree on the value of the memory
location):

method incomplete(x)
requires acc(x.f, 1/2)
{
package acc(x.f, 1/4) § x.f = 2 --% acc(x.f, 1/4) 8 x.f = 2 {
package true --x acc(x.f, 1/2) & x.f = 2
}
}

Schematically:

« the external context provides a chunk with I/, permission to x.f with an unknown value f;

« the LHS of the outer wand provides a chunk with 1/, permission to x. f with a value 2
» because fractional permissions must agree on the value of the pointed memory location, we should ideally

learn that f; = 2, however, doing so is unsound in general (see below) and thus we do not learn this fact,

« when packaging the inner wand, we consume the chunk provided by the LHS of the outer wand, and 1/,
permission from the chunk of the external context

« when trying to consume the RHS of the outer wand, the only 1/, permission left is from the chunk of the external
context, with value f; which cannot be proven equal to 2 as we didn’t derive the equality originating from
fractional permissions - the package fails.

Registering equalities from fractional permissions is a side effect, and thus, can lead to a similar unsoundness issue
as the one based on the state consolidator.

B.3 Benchmarking the new encoding

All source files and the benchmark script can be found on my repository'’. The new encoding of wands was
benchmarked using hyperfine [47] on two large, real-world verified software projects:

« an Internet router [48], in which two methods leverage magic wands;

« a library for verifying security protocol implementations [49], in which three methods leverage magic wands.

Hyperfine generated the results shown in Table 4 and Table 5, displaying equivalent performance for both
encodings.

""https://github.com/remigerme/silicon/blob/9ca9b342a9ad12dc888b573d7ca046ba9f749783/remi-demo
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Encoding Mean [s] Min [s] | Max [s] | Relative
old 139.253 £ 21.251 | 123.357 | 173.944 | 1.05 £ 0.17
new 132.219 £ 7.593 | 124.566 | 143.658 1.00

Table 4: Hyperfine benchmark results for the Internet router (5 runs per encoding).

Encoding Mean [s] | Min [s] | Max [s] | Relative
old 25.433 £ 0.471 24.367 26.227 1.00
new 26.129 £ 0.647 25.138 27.397 [ 1.03 £ 0.03

Table 5: Hyperfine benchmark results for the security protocol verification library (15 runs per encoding).

C Programs Showcasing Attached Facts

On top of the classic programs from [4] (available at https:/github.com/remigerme/silver/blob/rgerme-
mw-attached-facts/src/test/resources/examples/vmcai2016/linked-list-predicates-with-attached-wands.vpr) and
[50] (available at https://github.com/remigerme/silver/blob/rgerme-mw-attached-facts/src/test/resources/wands/
examples_paper/tree_delete_min.vpr), | propose new demo files to showcase attached facts. One of them can
be found below: it simply deletes the last element of non-empty list, preserving all the other elements. This
program and others can be found at https://github.com/remigerme/silver/tree/rgerme-mw-attached-facts/src/test/
resources/wands/attached.

field val: Int
field next: Ref

predicate list(x: Ref) { x = null = acc(x.val) & acc(x.next) & 1list(x.next) }
function len(x: Ref): Int requires list(x) {
x = null 2 @ : 1 + unfolding list(x) in len(x.next)
}
function elems(x: Ref): Seq[Int] requires list(x) {
x = null ? Seq[Int]() : unfolding list(x) in Seqg(x.val) + elems(x.next)
}

method delete_last(x: Ref) returns (y: Ref)
requires list(x) & len(x) > 0
ensures list(y)
ensures len(y) = old(len(x)) - 1
ensures elems(y) = old(elems(x))[0..|old(elems(x))| - 1]

unfold list(x)
if (x.next = null) {

y := null; fold list(y)
} else {

fold list(x)

y = X

define W(c) list(c) --* list(y)

define F(c, 1) old[lhs](len(c)) = 1 - 1 = 1len(y) = old(len(x)) - 1

define G(c, e) old[lhs](elems(c)) = e[0..|e| - 1] = elems(y) = old(elems(x))[0.. |
old(elems(x))| - 1]

// The traditional approach is to define the following wand,

// encapsulating all the specification:

// define W(c, 1, e) list(c) & 1len(c) = 1 - 1 & elems(c) = e[0..|e| - 1] --* list(y)
66 len(y) = old(len(x)) - 1 & elems(y) = old(elems(x))[0.. |old(elems(x))| - 1]

var cur: Ref :=y
var len_cur: Int := len(cur)
var elm_cur: Seq[Int] := elems(cur)
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package W(cur) // We don't have to explicitly attach the facts!

while (unfolding list(cur) in unfolding list(cur.next) in cur.next.next = null)
invariant list(cur) & cur = null & unfolding list(cur) in cur.next = null
invariant len_cur = len(cur)
invariant elm_cur = elems(cur)
invariant W(cur)
invariant attached F(cur, len_cur) to W(cur)
invariant attached G(cur, elm_cur) to W(cur)

var prev_cur: Ref := cur
var prev_len_cur: Int := len_cur
var prev_elm_cur: Seq[Int] := elm_cur

unfold list(cur)

cur := cur.next
len_cur := len(cur)
elm_cur := elems(cur)

package W(cur) // Once again, not explicitly attaching the facts!

{
fold list(prev_cur)
apply W(prev_cur)

}

// Lemma for the length (required with or without attached facts)
assert unfolding list(cur) in unfolding list(cur.next) in len(cur.next.next) = 0

// Helping for the elements (idem)
assert unfolding list(cur) in unfolding list(cur.next) in |elems(cur.next.next)| = 0

unfold list(cur)
cur.next := null
fold list(cur.next)
fold list(cur)

apply W(cur)

D Exposing the wand definition unguarded
Recall that for this example, accessing the wand definition suffices to successfully use attached expressions.

Question. s it sound to expose the wand definition unguarded? That is, is it sound to register an extra path
condition when packaging a wand: Vt, : \/;mwsf(t,) = def; where i iterates over branches?

Intuitively, my first answer to that question is that there is no risk exposing the definition, as | believe it can only
allow to access values that were packed in the footprint. However, we have to be careful regarding what we expect
from wands: is it always sound (or desirable) to read these values? When considering vacuous wands, the value
packed in the footprint might differ from the value promised by the RHS, as shown in Example 10. In that case, it
is unclear to me what is expected, and this question is left as future work.
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method is_this_legal(x: Ref)
requires acc(x.f)

{
x.f =0
define W acc(x.f, 1/2) 8 x.f = 42 --x acc(x.f) & x.f = 42
package W
assert (attachedexp x.f to W) = 0
}

Example 10: Exposing the wand definition without any guard allows to access values packed inside the footprint
of a vacuous wand (which will never be applied).

E Proving invariants for the length of the prefix list

Proving that the attached expression at the end of the loop is valid and is equal to i requires a bit more work than
the pair example. Table 6 summarizes the path conditions induced by inhaling the invariants as well as packaging
the wand. Function precondition tokens are omitted for simplicity. wy4 and its associated MWSF mwsf ;4 denote
the wand produced by the first invariant. i,,4 (resp. t.,,) denotes the value of i (resp. the first element of cur)
at the beginning of the loop iteration. t.,, is packed inside the footprint when packaging the wand at the end of

the loop.
Path condition Origin
Vtq, ty : MW_token(w,, g, t1) A MW_token(w, 4, ty) =
invariant attachedexp_valid ... refered to as %
len(mwsf4(t1)) — len(t;) = len(mwsf14(ty)) — len(ty)
len(mwsf(t,)) — len(t,) = i, invariant attachedexp
Vt, o MW_token(w, t,) = [mwsf(ty) = mwsfoig(teyr = ta) packaging the new wand w (w4 is applied during the proof
A MW_token(Woyg, teyr o ta)l script, hence its token being registered as a PC)

Table 6: Summary of the relevant path conditions registered in the loop iteration of Example 8.

With all this, | can review the proof of preservation of the independence property:

len(mwsf(t;)) — len(t;) = len(mwsfy4(tey, = t1)) — Len(ty) by def mwsf (requires MW_token(w, t))
= len(mwsfyq(teyy = t1)) — len(tey, 2 t1) + 1 by def len (requires MW_token(wyyg, teyy 3 t1))
= len(mwsfoq(teyr = t2)) — len(tey, = to) + 1 by (%) (requires MW_token(wgyg, teyy i ty) and MW_token(wgyg, teyy o= t))
= len(mwsf gy 4(teyr = ) — Len(ty) by def len (requires MW_token(wy g, teyy o t2))
= len(mwsf(t,)) — len(t,) by def mwsf (requires MW_token(w, t5))

All the required tokens are available in the context and the proof succeeds.

Now, the proof of preservation of the last invariant, relating the attached expression and i, is:

len(mwsf(tg)) — len(ty) = len(mwsf o g(teyy o tg)) — len(ty) by def mwsf (requires MW_token(w, tg))
= len(mwsfq(teyr o tg)) — len(tey, = tg) + 1 by def len (requires MW_token(wgg, teyy = tg))
= len(mwsfy4(t,)) — len(t,) + 1 by (%) (requires MW_token(wyg, tey, o tg) and )
=igq+1 by path condition on t, and 1,4

Tokens in maroon can be retrieved from MW_token(w, tp), ty being the artificial LHS introduced when evaluating
the attachedexp at the end of the loop. On the other hand, refers to the initial attachedexp.
Neither of these tokens is available. Note that we do not know anything about t, and tg, they just witness the
existence of such tokens, i.e., 3 t : MW_token(w, t) for w = w or w = w,q 4.
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